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FILE TYPE

60.39% peexe
15.30% elf
7.58% pedll

- 4.58% zip

1.85% text

1.35% javascript

1.29% android

SEVERITY

TRENDING MALWARE

'
4

15.74% Remcos

11.55% njRAT

9.75% Vidar

8.38% Agent Tesla

5.95% AsyncRAT

3.57% Formbook

2.05% Lockbit

44.42% 54.37%
HIGH MEDIUM

SECURITY VENDOR DETECTION RATE

60.75%

NOTEWORTHY MALWARE CAMPAIGNS
+ lvanti Connect Secure zero-day vulnerabilities exploited to
deploy multiple malware families

+ Water Hydra exploited a Microsoft Defender SmartScreen
zero-day to drop DarkMe malware

+ DarkGate malware campaign used zero-day in Microsoft
Defender to infect users

1.20%
LOW

+ Russia-linked COLDRIVER evolves, leveraging custom

malware based on Google TAG research

+ PurpleFox malware campaign infects thousands of

computers in the Ukraine

+ MogHao campaign targets Android users located in

Europe and Asia




